Identity Theft Checklist

While we work continuously to protect your security, there are some simple steps you can take to reduce your susceptibility to identity
theft.
General Precautions

1. Carry only necessities on a daily basis. Items like a Social Security card should be stored safely at home.

2. Limit the use of paper statements. A paperless environment helps reduce the chance of identity theft. When you sign up for
free online account access with Old National Online™ Banking, you can take advantage of free eStatements and eNotices.

3. Shred documents containing personal or financial information before discarding.
4. Review your credit report at least once a year.

5. Limit the credit offers you receive by contacting the National Consumer Credit Reporting Agencies at 1-888-5-OPTOUT (1-
888-567-8688).

Email and Online Security
1. Be aware of phishing scams.
2. Memorize and protect your passwords. Change them regularly - we strongly recommend every 45 days.
3. Keep your computer and online experience safe.
Credit card and bank account security
1. Report lost or stolen cards and checks immediately.

2. Review account statements carefully. Make a habit of thoroughly reviewing your latest account statements. If you sign up for
Old National Online™ Banking, you can monitor your account any time, as frequently as you like.

3. Ask about suspicious charges. Do not hesitate to contact Old National or the appropriate credit card issuer if you see
questionable charges.

4. Cancel and cut up unused credit cards.
5. Keep your ATM password secure.

6. Limit personal information on checks. Do not have excess personal information such as your driver’s license or Social
Security number printed on your checks.

7. Store new and cancelled checks safely.
Phone and mail precautions

1. Be aware of telephone scams. Unless you initiated the contact, do not give out personal information over the telephone. Old
National will never make an unsolicited telephone request for your account information, password or other sensitive data.

2. Promptly retrieve incoming mail.

3. Never mail outgoing bill payments and checks from home. Mail them from the post office or another secure location. Or
better yet, use Old National Online™ BillPay.

4.  Know your billing and statement cycles.

Visit the Old National Security Center on oldnational.com for more information how to protect yourself online AND offline.



